
Christmas is coming and the crooks are getting fat! 
Christmas time and the associated present buying is a golden opportunity not only for legitimate 
retailers, but the crooks too. And where better than to target online shopping. 
 
We are very good with our online safety messages to children, but I often think that we don't 
always raise the awareness of fraud quite so effectively. 
 
Action Fraud and the City of London police have launched a Christmas campaign to reduce the risk 
of crime online. Here are their top tips to avoid being caught out by the Christmas rush! 
 

● If something seems too much of a bargain, it’s probably poor quality, fake or doesn’t exist. 
● Don’t pay for goods or services by bank transfer unless you know and trust the person. 

Payments via bank transfer offer you no protection if you become a victim of fraud. 
●   Make sure you’ve installed the latest software & app updates. Criminals use weaknesses 

in software to attack your devices and steal information, such as your payment details. 
● Use a strong, separate password and 2FA to protect your email account. Criminals can use 

your email to access other online accounts, such as those you use for online shopping. 
● Don’t click on a link in an unexpected email or text. The volume of online shopping related 

phishing emails increases during the holiday period. Remember, if a deal seems too good 
to be true, it probably is. 

Report phishing   https://www.actionfraud.police.uk/report-phishing 
 
Every Report Matters – if you have been a victim of fraud, report it  online   or by calling  0300 123 
2040 . 
  
Getting ready for Christmas - Young Minds 
Christmas is not always exciting for everyone for all kinds of reasons. The mental health charity, 
Young Minds, has a range of resources to help what can be a difficult time of year. 
 
Well-being advent Calendar   https://youngminds.org.uk/media/2785/advent-calendar.pdf 
 
What to look out for in your pupils at Christmas time 
https://youngminds.org.uk/media/2784/what-to-look-out-for-in-your-pupils.pdf 
 
Young Minds Christmas Cards (which recognise that it may not be Merry for everyone) 
https://youngminds.org.uk/shop/youngminds-christmas-cards/c-23/p-292/ 
  
Criminal Exploitation  
Northumberland have introduced ‘seven minute briefings’ to allow managers to deliver a short 
briefing to staff on key topics, which can also be used to support reflective discussion with 
practitioners. 
The 7 minute briefings are based on a technique borrowed from the FBI! Research suggests that 
seven minutes is an ideal timespan to concentrate and learning is more memorable as it is simple 
and not clouded by other issues and pressures. Their brief duration should also mean that they 
hold people’s attention, as well as giving managers something to share with their staff. 
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Modern Day Slavery Today is International Modern Slavery Day 
One area where modern day slavery operates in plain-sight is car washing. Once rare, hand car 
washes are now ubiquitous and often very busy places. Many of these are legitimate businesses, 
but police raids at hand car washes across the country have unearthed victims living in horrendous 
conditions. 
 
The National Crime Agency thinks there are tens of thousands of people being exploited in the UK, 
forced to work long hours, for little or no pay, and under threat of violence.  
 
The Clewer Initiative have launched an app for the public that aims to identify potential 
unscrupulous car washes, in partnership with the National Crime Agency, The Gangmasters & 
Labour Abuse Authority, the Independent Anti-Slavery Commissioner, the National Police Chiefs’ 
Council and the Local Government Association. 
 
The app asks a series of questions related to the indicators of modern slavery and, if there is a 
high likelihood that modern slavery is occurring in the hand car wash, you will be asked to 
anonymously report your concerns to the Modern Slavery Helpline. 
 
You can find out more and download the app (iOS and Android) here: 
https://www.theclewerinitiative.org/safecarwash 
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