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From 25th May 2018, the Data Protection Act (DPA) will be replaced by the General Data 
Protection Regulation (GDPR). The GDPR is a new data protection regulation that’s designed 
to strengthen and unify the safety and security of all data held within an organisation. 
  
Under current legislation schools already have a duty of care to ensure that this data is kept 
safe and secure. With the GDPR schools have an increased responsibility to ensure this 
information – regardless of what form it’s kept in – is managed in the right way in 
compliance with this new regulation. 
  
Non-compliance can currently see fines of up to £500,000 being imposed from the 
Information Commissioner's Office (ICO) if correct policies and procedures are not in place 
when it comes to data and IT security. As such, the ICO are urging educational providers to 
start thinking about the impact the GDPR will have on them and to start putting policies and 
practices into place ahead of the change. 
 
  
How will GDPR affect schools? 
Whilst there are some similarities between the GDPR and the DPA, there will be some 
significant differences that will have an impact on the way data is handled in schools. 
Examples may be: 

● Penalties – under the DPA, non-compliance can see fines of up to £500,000 imposed 
by the ICO. However, failure to comply under the GDPR could see fines of up to €20 
million (or 4% of global turnover – whichever is greater) for both the Data Controller 
(i.e. the school) and anyone else involved in the chain such as the Data Processors 
(i.e. your IT partner).  

 

● Contracts – whilst it’s good practice to show due diligence when choosing an IT 
partners, there’s currently no formal obligation to have a contract in place with your 
chosen Data Processor. Under the GDPR it will be illegal to not have a formal 
contract or Service Level Agreement (SLA) in place with your chosen partner. It will 
also be a criminal offence to choose an IT partner/Data Processor who doesn’t hold 
the minimum competencies and accreditations for IT asset disposal.  

  
Whilst a number of the GDPR’s main principles are similar to those in the Data Protection 
Act, there will inevitably be some new elements and significant enhancements – meaning 
you may have to do some things differently. 
  
 
 
 

 



 

 
 
 
 
 
The ICO have put together a guide on getting Ready for the General Data Protection 
Regulation (GDPR). They suggest a number of things schools should be starting to do to get 
ready for the change: 
 

● Awareness – ensure that decision makers and key people in your school are aware 
that the DPA is changing to the GDPR – they need to appreciate the impact it will 
have and how the new legislation will affect schools 

● Information school holds – organise an information audit and document what 
personal staff and student data held, where it came from and who you share it with 

● Communicating privacy information – review your current privacy guidance and put 
a plan in place for making any necessary changes in time for when GDPR comes into 
force 

● Individual's rights – check current procedures to ensure they cover all the rights 
individuals have, including how school would delete personal data or provide data 
electronically 

● Subject access requests – update procedures and plan how school will handle 
requests within the new timescales and provide any additional information 

● Legal basis for processing personal data – look at the various types of data 
processing carried out, identify the legal basis for carrying it out and document it 

● Consent – review how school seeks, obtains and records consent and whether any 
changes need to be made 

● Students – start thinking what systems school is going to put in place to verify 
individuals’ ages and to gather parental or guardian consent for the data processing 
activity 

● Data breaches – make sure school has the right procedures in place to detect, report 
and investigate a personal data breach 

● Data protection by design and data protection impact assessments – begin to work 
out when to start implementing Privacy Impact Assessments into your school 

● Data Protection Officers – designate a Data Protection Officer or someone to take 
responsibility for data protection compliance 

Source: ICO (2016) Preparing for the General Data Protection Regulation (GDPR): 12 steps to 
take now 
  
The GDPR section of the ICO website is available here. 
  
 

 

https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-by-design/
https://ico.org.uk/for-organisations/data-protection-reform/getting-ready-for-the-gdpr/
https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
https://ico.org.uk/for-organisations/data-protection-reform/getting-ready-for-the-gdpr/
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf

