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CyberFirst 
CyberFirst is designed to open up and introduce talented students to the possibilities of a 
career in cyber. We need young people from all backgrounds. In the UK currently only 10% 
of those working in cyber are women. This means the UK is missing out on an 
extraordinarily talented group of people. So CyberFirst is running a girl’s competition to 
inspire and encourage future generations of young women to consider a career in cyber.   

What is the CyberFirst Girls Competition? 
The competition is made of two parts: 

1. A set of online challenges to be completed between the 27th February and the 6th 
March 2017.  

2. A Grand Final will be held in London, finalists will be required to come to London on 
Sunday 26th March for a full day of competition on Monday the 27th March 2017. All 
accommodation and transport to the venue will be paid for.   

 
If you can’t make the Grand Final, we would still encourage you to enter teams into the 
online round.  

 

Who can take part? 
Teams are made up of up to four female students aged between 13 to 15 on the 27th of 
March 2017. Teams need to be supported by a responsible adult aged over 18 years who is 
the team guardian. Team guardians do not need to have any cyber knowledge. This pack 
will give some pointers on topics that might be covered but you don’t need to be an expert. 
Each school can enter as many teams as they wish. 

 

Curriculum 
The content for each stage of the competition has been produced consistent with subjects 
within the Computer Science from both the National Curriculum and Scotland’s Curriculum 
for Excellence. However, the competition will contain some advanced cyber topics that would 
not be covered in these curricula.  

 

Key Dates 

18th January 2017 Pre-registration opens 

12th  February 2017 Invitation codes sent 

13th February 2017 Full registration opens 

27th February 2017 Online challenges go live 

6th March 2017 Online challenges close 

13th March 2017 Winners of online challenges 
notified 

26/27th March 2017 Grand Final in London 
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More Information 
If you need more information, please contact us at girls.competition@gchq.gsi.gov.uk or 
refer to the Questions and Answers documents in the downloads tab on 
www.ncsc.gov.uk/events/cyberfirst-girls-competition. 

 

Terms and conditions 
All the terms and conditions can be found in the downloads tab on 

www.ncsc.gov.uk/events/cyberfirst-girls-competition. 

 

Registering for the CyberFirst Girls Competition 
You will be able to register your interest for the competition from 18th January at 
www.ncsc.gov.uk/events/cyberfirst-girls-competition. 

 
To register a team in the competition, follow the steps below: 

1. Pre-register your school interest using the pre-registration form on the above web 
page or by going to www.ncsc.gov.uk/cyberfirst/pre-registration 
 

2. When the full registration phase opens, you will receive an email containing an 
invitation code and a link to the main competition site.  
 

3. From 13th February 2017, you can use the invitation code to register your teams for 
the competition.   
 

4. If you are one of the winning teams you will be invited to attend the Grand Final on 
27th March in London. 

 

Creating teams 
Once you have fully registered you can create a team by following these 
steps: 
 

1. Log in using your teacher username and password. 
2. Select Teams from the main menu.  
3. Select option to add a new team. 
4. Complete the details to create a new team: 
5. Enter a team name. 
6. Enter team member name (this should be their first name). 
7. Enter a username by selecting (Generate) this will prepopulate a username (this will 

be used to login). 
8. Enter a password by selecting (Generate) this will prepopulate a password (this will 

be used to login). 
9. Continue to add additional team members (up to 4) Select Create team. 
10. You will be presented with a success receipt which will show the team details 

including Passwords. 
11. You have the option to save or print these details to share with the team members 

(please note that the passwords shown will be encrypted so they can’t be viewed 
again). 

 
 

mailto:girls.competition@gchq.gsi.gov.uk
http://www.ncsc.gov.uk/events/cyberfirst-girls-competition
http://www.ncsc.gov.uk/events/cyberfirst-girls-competition
http://www.ncsc.gov.uk/events/cyberfirst-girls-competition
http://www.ncsc.gov.uk/cyberfirst/pre-registration
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Resetting passwords for team members 
If one of your team members forgets their password you can reset it for them by following 
these steps: 
 

1. Log in using your teacher username and password. 
2. Select Teams from the main menu. 
3. Select Manage team for the team that you need to edit.. 
4. Find the team member that you need to edit and select (Generate) for Change 

password (this will create a new password). 
5. Select Update team. 
6. You will be presented with a success receipt which will show the new password  (you 

have the option to save or print these details). 
 
Resetting your password 
If you forget your password, please email us at girls.competition@gchq.gsi.gov.uk to have 
one of our admins reset your password. 
 

Online challenges 
The online round will be open for the teams to complete challenges between the 27th of 
February and 6th of March 2017.  

 

Competition format for the online round 
In the online round the teams will complete challenges from four categories: Logic and 
Coding, Networking, Cyber Security and Cryptography. Each category will have three levels 
of difficulty and completing one of three challenges in a difficulty level will open a new 
challenge. Only one member of the team needs to complete a challenge to open up the new 
challenges for everybody.  
 
We don’t anticipate that any team will complete all the challenges in the time allowed and 
some of the challenges would be considered hard for current cyber professionals but we 
would love to be proved wrong. 
 
We have provided a tool called CyberChef which will help the teams in answering some of 
the challenges.  
 

Help available for teams if they get stuck 

All the challenges will have hints that can be used to help a team out if they are struggling to 
work out an answer. 
 
If your team gets stuck and can’t unlock or complete any more challenges, we have provided 
some links to useful resources towards the end of this pack. We encourage you to use 
Google and any other resources you may have. If you have exhausted all other options and 
have no idea then email girls.competition@gchq.gsi.gov.uk with your problem and we will 
see what we can do and get back to you.   

 

During the Competition 
You will be able to login and see the progress of your teams and reset any passwords, 
however you will not be able to take part in the challenges that’s just for team members.  

 

mailto:girls.competition@gchq.gsi.gov.uk
mailto:girls.competition@gchq.gsi.gov.uk
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Grand Final  
The top 10 teams will be invited to take part in the Grand Final in London on the 26th/ 27th 
March 2017. Each team will need to be accompanied by the team guardian. If your team has 
qualified you will be sent further forms to complete. These will ask for things like dietary 
requirements and details for the accommodation. We will also be asking for polo shirt sizes 
of your teams so we can get them some girls competition polo shirts.  
 
There is be a Grand Final welcome dinner on the evening of 26th March 2017. Further details 
will be provided to you if your team gets through. 

  

Transport and Accommodation 
CyberFirst will provide funding to cover the cost of transport to and from London on the 26th 
and 27th of March, up to the value of £95.00 per person.  All accommodation will be paid for 
as well as the welcome dinner, transport to the competition venue and lunch on the 
competition day. We are also sending the girls home with a picnic bag. 
 
During the competition day we will be inviting some inspirational women in cyber to come 
and meet the girls and maybe a familiar face. 
 

Competition Format for the Grand Final  
During the Grand Final teams will be competing to investigate some malicious activity online 
and each team member will be provided with a laptop with Internet Access. For some of the 
challenges, teams will benefit from being familiar with CyberChef. Whilst they will not be 
required to read, write or understand computer code, an understanding of how a website 
works and some basic cryptography knowledge will be beneficial. 

 

Online Resources 
We don’t expect any team guardians to be a cyber expert but if you want to know a bit more 
then here are some starting points: 
 

http://www.bbc.co.uk/education  
 
https://www.codeclub.org.uk/ 
 
https://www.smallpeicetrust.org.uk/ 
 
https://www.futurelearn.com/courses/introduction-to-cyber-security 
 
http://www.computingatschool.org.uk/custom_pages/56-tenderfoot 
 
https://www.ncsc.gov.uk/ 
 
 
 
 
 
 

http://www.bbc.co.uk/education
https://www.codeclub.org.uk/
https://www.smallpeicetrust.org.uk/
https://www.futurelearn.com/courses/introduction-to-cyber-security
http://www.computingatschool.org.uk/custom_pages/56-tenderfoot
https://www.ncsc.gov.uk/
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Concepts 
 

Logic and Coding 
Binary is the basic building block of computers. Computer programming uses logical 
concepts to instruct computers, building up increasingly more complicated 
instructions that create the programs we use. The art of creating computer programs 

is coding. 

 

Networking 
At its most simple computer networks allow us to share data between devices. This 
concept allows us to build small networks such as those you might find in the 
internet which connects billions of devices, running millions of applications and 
services. Networks are made possible by the infrastructure that allows data to flow 

between computers.  

 

Cryptography 
Cryptography is used to protect information by making it inaccessible (encryption) to 
everyone except those who have the information needed (the key) to access it 
(decryption). A common use today is to protect our information as we communicate 
on the internet, most of the time we may be unaware of cryptography in our 
everyday lives: it’s used when we are shopping on the internet, sending emails, 

messaging our friends and checking our bank accounts.   

 

Cyber Security 
Cyber Security is part of our everyday lives. How do we keep safe online and protect 
ourselves from malware and attacks from people who want to make use of our data. 
This can range from protecting your own personal online accounts using passwords, 

to protecting huge sums of money and the vast networks of global business.  

 
 
 


